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Abstract:
Deduplication process that eliminates repeated copies of data and reduces storage spaces. Data
deduplication is necessary for cloud storage providers because of the continuous increase in number of the
users and the size of the data. Storage and data transfer costs will be reduced by their cloud providers by
storing a unique copy of duplicate data. Cloud computing offer services various resources by the Internet.
Important cloud service is data storage. The privacy of data holders are important, so in order to secure
the privacy of the data holders, most of the data is stored in the cloud in encrypted form. In cloud data
deduplication, encrypted data will introduce new challenges, which becomes challenge for data storage
and processing. There are some of the traditional schemes for deduplication that is not work on encrypted
data. Some of the existing solutions are present for encrypted data deduplication which suffers from
security i.e. brute force attacks means they are not flexibly supporting data access control and revocation.
In this paper, we are proposing a scheme to deduplicate the encrypted data which is stored in the cloud.
And also we use Convergent Encryption Technique for encryption and SHA for hash code generation for
the data deduplication.
Keywords — Deduplication, Convergent Encryption, SHA.
I. INTRODUCTION
Cloud providers offer potentially infinite storage
space, where users may use huge spaces if they
want and vendors searches for techniques which
aimed to minimize redundant data (multiple copies)
and to save maximize space.
To minimize
redundant data that is the elimination of multiple
copies, we make use of deduplication technique.
The data deduplication is to store Data only once
without repetation.
Therefore, if an user wants to upload a data that is
already stored in the cloud, the cloud provider will
not show deduplication to that user. Deduplication
reduces storage needs for backup applications and
provide standard file systems. Users need
protection of their data and confidentiality along
with low costs and flexibility supports which
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guarantees by encryption. if deduplication and
encryption are used then it will be two conflicting
technologies. but the aim of deduplication is to
avoid duplicate data and store them only once, but
after encryption it makes two identical data
indistinguishable. This means that if data is
encrypted by users, the cloud storage providers
cannot apply deduplication because two identical
data will be different after encryption. On the other
hand, confidentiality will not be guaranteed and
data will not be protected against attackers in cloud
storage if data is not encrypted by users.
Convergent encryption is a technique which is
proposed for these two conflicting requirements
where the encryption key is the result from the
hash of the data. If we want to achieve the
deduplication and confidentiality at the same time,
convergent encryption seems to be a good candidate
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but unfortunately, it suffers from various wellknown weaknesses. Here we mainly focus on
deduplication and cloud storage.
By linking network resources together, cloud
computing provides a big pool of resource. It has
various properties, such as elasticity, scalability,
and pay-per-use, fault-tolerance. Thus, it became a
promising service platform. Data storage service is
the most important and popular cloud. Cloud users
have some personal or confidential data which will
be uploaded to the data center of a Cloud Service
Provider and allow these data to maintain. Since we
cannot avoid intrusions and attacks to sensitive data
at CSP, we should assume that CSP cannot be fully
trusted by cloud users.
But the same or different users can upload
duplicated data in an encrypted format to CSP. Here
the practical issue is how to manage many
encrypted data in cloud storage with deduplication
in efficient way. However, existing industrial
deduplication solutions could not handle encrypted
data. Current solutions for deduplication suffers
from some security weakness i.e. brute-force
attacks.
They cannot support data access control and
revocation at the same time.There are number of
reasons to allow data holders to manage
deduplication. First, they cloud cause storage delay
because data holders can not be always online or
available for such a management. Second,
deduplication could become too complicated in
terms of communications and computations to
involve data holders into deduplication process.
Third, in process of discovering duplicated data, it
may intrude the privacy. Forth, a data holder have
no idea about how to issue deduplication keys or
data access rights to a user in some situations when
it didn't know other data holders due to data
distribution. so, CSP couldn't cooperate with data
holders on the data storage deduplication in many
situations. The results show the superior efficiency
and effectiveness of the scheme for efficient
practical deployment, especially data deduplication
in cloud storage.
II. LITERATURE SURVEY
DupLESS:
Server-Aided
Deduplicated Storage :
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Encryption

DupLess
Server-Aided
Encryption
for
Deduplicated Storage provide simple storage
interface. Cloud Storage provider like Dropbox,
Mozy, and other providers can use deduplication
technology to reduce space by storing single copy
of data. Message lock encryption Technique is used
to resolve the clients problems encrypt their file
however saving are lock. Dupless method is used to
provide secure Deduplicated storage as well as
storage resisting brute-force attacks. Clients encrypt
under message-based keys obtained from a keyserver via an PRF protocol in dupless server. It
allows clients to store encrypted data
Drawback:
• Operations are time consuming
Secure Client Side Deduplication Scheme in
Cloud Storage Environment :
Ensure
better
confidentiality
towards
unauthorized users by cryptographic usage of
symmetric encryption used for enciphering data file
and the asymmetric encryption for the meta data
files. Data access are managed by the data owner by
providing two level of access control Only
authorized user can decipher encrypted files.
Fast and secure laptop backups with encrypted
de- duplication :
Data that is common between users to increase
the speed of backup storage and reduce the storage
requirement. it supports client-end peruser
encryption that is necessary for confidential
personal data.This is used to decrease backup times
and storage requirement.
Drawback :
• Network bandwidth is a bottle-neck.
• Backing up directly to cloud is very
costly

Weak
leakage–resilient
in
client
side
Deduplication of encrypted data:
.Propose secure client–side deduplication
scheme. Addresses an important security concern in
cross-user
client–side
deduplication.
But
for Convergent encryption and custom encryption
method is not semantically secure.
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Deduplication Techniques over Encrypted Data :
Convergent encryption, is an encryption approach
that support deduplication. With convergent
encryption, encryption key is generated out of hash
of plain text. Thus applying these technique
identical plaintexts would produce same cipher text,
and this helpss in performing deduplication further.
Drawback :
• we cannot compromise on both security
and duplication of data across storage
areas.

•

Issue of data deduplication authorization.

III.
EXISTING SYSTEM :
Cloud storage service providers such as Google
Drive, dropbox, Mozy, and others can perform
deduplication to reducee space by only storing one
copy of each file uploaded. However, if client
encrypts their data storage savings by deduplication
is totally lost because the encrypted data is saved as
differentt contents by applying various encryption
keys.
s. Existing industrial solution fails in encrypted
data deduplication. For example, Deduplication is
an efficient system, but it cannot handle encrypted
data. The existing system introduces one model for
provable data
ta possession(PDP) that allows client
that to store data at an untrusted server to veri
verify that
the server possesses
original data without
retrieving it.

Secure Deduplication on Encrypted Big Data in
Cloud Computing Environment :
This scheme flexibly supports data update and
sharing with deduplication when data holders are
offline.Encrypted data is securely accessed because
only the authorized data holders can obtain the IV . PROPOSED SYSTEM :
symmetric keys which is used for data decryption.
In this paper, we propose
pose a scheme to deduplicate
encrypted
data
that
is
stored in the cloud. A
Secure Authorized Deduplication System
Systems :
Hashing
function
can
be
used
to return a unique key
The hybrid cloud approach is presented for the
data.
security purpose which has system with a for a file, based only on the contents of the data.If
two
files
are
having
the
same
data,
so
then
the
differential
privileges
to
different
users
hashing
function
will
return
the
same
key
for
these
accordinglyIt uses the convergent
nvergent encryption
technique for encrypting the data with convergent two files.If this key is used as the index for storing
key. It also provides Differential
erential Authorized file, then any attempt to store multiple copies of the
duplicate checking, so, only the authorized user same file will be detected immediately.
with specified privileges can perform the duplicate V . RESULTS :
check.
Drawbacks :
• An attacker maynot know the entire file,
but the partners who have the file. The
partners followss bounded retrieval m
model,
so that they can help the attacker
attackers to
obtain the file.
Deduplication of Data in Cloud :
It compresses data by removing the repeated
copies of same data and it is extensively used in
cloud storage to save bandwidth and reduce the
storage space.To secure the confidentiality of
sensitive data during deduplication, the convergent
encryption technique is used to encrypt
pt the data.

Fig 1 : User Details and File Details within a
single row in AWS Dynamo DB

Drawbacks :
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devices for practical deployment, and development
of a flexible solution to suppor
support deduplication and
data access controlled by either the data owner or
its representative agent.
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